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FEDERAL GOVERNMENT ACTION PLAN ON E-COMMERCE

Products manufactured in third countries are increasingly being intermediated by 
e-commerce platforms and sent directly to consumers in the EU1. Market surveillance 
and customs authorities have found that many of the products do not comply with EU 
requirements, e.g. on product safety, consumer protection, environmental and health 
standards, customs and import regulations, and intellectual property.

Consumers need to be able to rely on the safety and legal conformity of products traded in the 
EU. European companies must be able to trust that all suppliers fulfill the legal requirements in a 
uniform fashion. If violations of the law cannot be consistently detected and punished, this  
violates the principle of fair competition, as there is no level playing field with law-abiding  
suppliers. In order to ensure fair competition and the protection of consumers in the EU, com-
pliance with the applicable EU requirements must be consistently ensured by all economic 
operators and e-commerce platforms. 

The effectiveness of law enforcement by market surveillance authorities varies considerably 
across the EU Member States. In order to meet the pan-European challenges in e-commerce, the 
Federal Government is proposing a series of measures to be introduced at EU, national and 
Länder level. Particular attention should be paid to ensuring coherence between different  
regulations at national and EU level, especially in the digital sector.

We are calling for rigorous enforcement of existing obligations to be observed by e-commerce 
platforms, as well as for a review and, if necessary, revision of the liability regime for very large 
e-commerce platforms. In addition, market surveillance is to be strengthened and cooperation 
between market surveillance authorities for the various product groups and with customs 
authorities further improved.

Not least, we need measures that make infringements more transparent and eliminate them, 
regular public reports by the European Commission, information campaigns for customers, dia-
logue formats with relevant stakeholders and a close political dialogue with other Member 
States.

In addition to specific measures against the legal violations mentioned above, e-commerce 
requires a comprehensive approach to strengthen sustainability and consumer protection, also 
with a view to the transformation to a circular economy. 

The Federal Government will continuously update and further develop this action plan. 

1	   Here: online platforms that enable consumers to conclude distance contracts with traders 
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I. Strengthening market surveillance and customs controls

1. Cooperation between market surveillance authorities within the EU

∙ We propose concerted action by market surveillance authorities in cooperation with 
customs authorities in all EU Member States if possible. For example, they could carry out 
systematically coordinated checks based on defined risk profiles and undertake test pur-
chases of certain consumer goods from third countries.

∙ Also, we are advocating for the Länder in Germany to designate a central cross-product 
national coordination body for e-commerce in order to improve coordination between the 
national market surveillance authorities. The federal market surveillance authorities are also 
to be involved in this.

∙ National market surveillance authorities need to do more to quickly register the outcomes 
of their investigations in the field of products offered online in an official system, e.g. the 
European ICSMS market surveillance database via Safety Gate, in a targeted manner, or in a 
data hub that connects various databases. A data hub could provide an EU-wide overview 
of non-conforming products, including in particular unsafe and dangerous products.

∙ We aim to further automate the controls, e.g. by using the webcrawler being developed by 
the European Commission.

∙ We propose designing the digital product passport in such a way that it contains all the 
relevant information to demonstrate compliance with the relevant EU rules, so that
non-compliance is immediately detected by digital screening, e.g. by the webcrawler.

∙ We call on the European Commission to appoint an EU-wide coordination body for
e-commerce with a view to restricting illegal e-commerce practices in a targeted and coher-
ent way across the entire EU.

∙  Strengthening the powers and resources of market surveillance authorities

∙ We are strongly advocating at EU level for adapting the EU Market Surveillance Regulation.
In particular, the intervention powers of the market surveillance authorities need to be
extended so that they can take appropriate measures directly against e-commerce platforms
if no responsible economic operator can be identified or localised.

∙ Economic operators, e-commerce platforms and market surveillance authorities should
each be held liable for ensuring that non-conforming products are removed from the online
marketplaces as quickly as possible.

∙ At EU level, we are in favour of examining whether intermediary service providers should
have an obligation to cooperate with the authorities in order to enable anonymous sam-
pling and identity checks to be carried out in a comprehensive manner.
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	∙ We are calling for the taking of samples free of charge to be made possible for market sur-
veillance authorities in e-commerce in the same way as is the case in bricks-and-mortar 
retail. This would mean that there are no additional costs for suppliers of products that con-
form to EU law.  

	∙ We suggest that the necessary measures be taken so that market surveillance authorities be 
supplied with sufficient financial and human resources in order to be able to focus more 
strongly on e-commerce. In this context, the German Länder should also examine responsi-
bility issues between the various market surveillance sectors.

	∙ We are planning to conduct a reality check on market surveillance in e-commerce.

3.	� Improving customs controls and changing the import VAT system

	∙ In the ongoing negotiations on the reform of the EU customs union, we are working to 
ensure that the proposals for e-commerce are prioritised. 

	∙ We call for e-commerce platforms as deemed importers to be responsible for compliance 
with fiscal regulations (including the calculation and payment of import duties) for the 
goods they supply or broker. Further, non-fiscal obligations (e.g. with regard to product 
safety) can also be defined in other laws regulating product groups. 

	∙ The deemed importer must always ensure that the goods brought into the customs territory 
of the Union comply with the relevant import legislation.

	∙ We also support the abolition of the €150 duty-free limit. However, this alone will not solve 
the current challenges in e-commerce and additional measures are necessary as part of the 
reform package (e.g. deemed importer). 

	∙ The European Commission also needs to take measures to prevent any misuse of individual 
IOSS registration numbers under the Import One Stop Shop (IOSS) scheme.

	∙ In addition, the digital data exchange between customs and fiscal authorities at national 
and intergovernmental level should be intensified.

4.	 Higher requirements for the responsible economic operators

	∙ We call on the European Commission to require the responsible economic operators both 
inside and outside the EU to ensure that they can be contacted throughout the entire distri-
bution period of their products and to appoint a legal representative authorised to take 
delivery of documents.

	∙ The requirements for the name, contactability and registration number should be included 
in the digital product passport. We are examining the extent to which e-commerce plat-
forms could be obliged to check the existence and completeness of data.
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II.	 Rigorous enforcement of the obligations of e-commerce platforms

5.	 Rigorous enforcement of the Digital Services Act (DSA)

	∙ We are advocating that the European Commission rigorously enforces the DSA against  
Very Large Online Platforms (VLOPs) in the field of its responsibility. 

	∙ The DSA is to be used to take effective, simple and rapid action against e-commerce  
platforms that sell products or conduct business practices that do not comply with Union 
law or the law of the Member States (e.g. unsafe products or products that do not comply 
with the law due to trade mark and product piracy or consumer law).

	∙ The European Digital Services Board should examine the extent to which platforms are 
required to take proactive measures under the current legal framework to prevent the distri-
bution or re-uploading of identical or similar illegal content that has already been deleted  
or blocked.

	∙ We call on the European Commission, in cooperation with the Digital Services Coordinators 
(DSC), to digitally collect wide-ranging data on infringements against the DSA in order  
to be able to detect systemic misconduct and impose effective sanctions. In this context, 
existing platforms should be networked.

	∙ In addition, the European Commission should use all the means at its disposal and conduct 
its own investigations within the scope of its powers. For example, it should carry out sys-
tematic test purchases throughout Europe. These could help to identify systemic risks, for 
example if illegal products are repeatedly sold on the platforms. In addition, technical means 
– such as the digital product passport and the webcrawler – should be used. 

	∙ The European Commission should make extensive use of its regulatory power under the 
DSA against individual VLOPs in order to ensure compliance with the DSA. 

	∙ The European Commission should utilise the framework of sanctions provided for in the 
DSA so that fines can have a deterrent effect. 

	∙ It is also important to adhere to the Know-Your-Business-Customer principle under the 
DSA. This means that e-commerce platforms may only authorise traders who have previ-
ously provided minimum information that enables their identification. Furthermore, e-com-
merce platforms must block accounts if traders do not fulfil these obligations.  

	∙ The existing European Board for Digital Services should engage with this issue on a regular 
basis, coordinate the measures taken by the Member States to remedy infringements and 
intensify the sharing of best practices. 
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	∙ Moreover, we are advocating for the European Commission to help the Member States to ensure 
as uniform a treatment and interpretation as possible of dark patterns in the DSA by issuing 
guidelines in accordance with Art. 25 DSA or by making amendments to the codes of conduct.

	∙ Furthermore, we would consider it useful if the European Commission could issue specific 
recommendations for action on how to deal with hosting service providers2 that provide 
offers for counterfeit or infringing products. This would allow for the creation of uniform 
test procedures, protection instruments and an effective exchange of information in this 
area, e.g. through guidelines or a code of conduct by the European Commission to combat 
product piracy.

	∙ Finally, it is important for the digital services coordinator’s complaints tool for reporting 
violations of the DSA to become better known. We call on the stakeholders involved to 
advertise themselves as trusted flaggers in order to report more illegal content to the  
platforms and thus to contribute to a more effective enforcement of the DSA.

6.	 Addition to the information in the EU transparency database for e-commerce 

	∙ We are calling for the EU transparency database provided for in the DSA to also include  
specific information about the products removed from platforms, so that the type of legal 
violations and systemic risks associated with e-commerce platforms can be identified. The 
EU transparency database should also include the relevant traders who have offered an  
illegal product, in accordance with the DSA, and be recognisable as such to the competent 
national judicial and administrative authorities (including market surveillance authorities). 

	∙ It also needs to be ensured that the market surveillance authorities can make the best  
possible use of the comprehensive data on illegal products contained in the EU transparency 
database. The data must also be made accessible to holders of industrial property rights in 
order to enable them to effectively enforce their rights. 

	∙ Based on the data stored in the database, owners of industrial property rights should be 
informed immediately about removed or blocked illegal content that affects their industrial 
property rights.

7.	 Review of the obligations of very large e-commerce platforms

	∙ As a first step, we will examine whether the existing due diligence obligations and liability 
rules for very large e-commerce platforms are sufficient to ensure the protection of con-
sumers and a level playing field. In particular, this review also addresses the question of 
whether very large e-commerce platforms should be obliged to take stricter action against 
infringements by traders and to take reasonable precautions to ensure that traders comply 
with EU law. 

	∙ As a second step, depending on the outcome of the review, we will propose adjusting the 
rules on due diligence obligations and liability for VLOPs at EU level, if necessary.

2	 Hosting providers, i.e. enterprises that provide the infrastructure for online services and content. 



7

FEDERAL GOVERNMENT ACTION PLAN ON E-COMMERCE

III. Strengthening responsibility for the environment and
consumers

8. Digital product passport and sustainability

∙ In future, digital product passports will be introduced in many product areas. These should
be used consistently to be able to verify compliance with product requirements and other
regulations.

∙ We propose examining the extent to which manufacturers should be required to include
information on product safety and security, environmental and social standards, and health
protection in the digital product passport. Manufacturers should cite not only their names
and addresses in the passport but also self-declarations on compliance with EU rules, CE
markings and registration numbers.

∙ The digital product passport should be designed efficiently and primarily contain informa-
tion that companies already hold due to other requirements in order to avoid creating addi-
tional bureaucratic effort for them.

∙ A digital product passport designed in this way allows platform operators and consumers to
see at a glance whether the respective product meets all the relevant safety requirements.

∙ We ask the European Commission to examine the extent to which an obligation can be
imposed at EU level on e-commerce platforms to check the information in the digital
product passport for completeness and plausibility and to ensure that the information in
the digital product passport is transparently accessible to users on their online interface
without major effort.

∙ Manufacturers must be able to use the digital product passport with minimal bureaucracy.

∙ We will look into how the major increase in energy and resource consumption and the
vol-ume of transport and waste generation in e-commerce can be reduced. The problem
lies in unsustainable business models that involve short-lived goods that are usually not
repairable.

∙ To help consumers to make sustainable consumption decisions, it should be examined
whether the platform operators should be required to design their ranking and recommen-
dation systems in such a way that consumers can search for products specifically on the
basis of sustainability criteria.
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9. Data protection

∙ We are observing that e-commerce platforms are collecting and using large volumes of
personal data and use them for profiling and advertising purposes. In some cases, the
commercial exploitation of personal data rather than the trade in goods is the primary
business interest. This can entail considerable risks for the consumers concerned.

∙ It is therefore important that all Member States comply with the requirements of the
General Data Protection Regulation (GDPR), in particular the existence of effective consent
to the processing of personal data. In addition, the GDPR must be consistently enforced in
all Member States, in particular compliance with the principle of purpose limitation.

∙ We welcome the fact that the European Data Protection Board is discussing which data is
required for the purpose of online purchasing and that it is considering measures in this
area.

∙ We want to engage in dialogue with the data protection authorities to seek ways to better
punish data protection violations at European level. It should also be discussed to what
extent the legal requirements for the tracking of personal data can be specifically enforced
and personalised tracking further restricted.

∙ We support the current EU legislative process for a regulation to establish additional pro-
cedural rules for the enforcement of the GDPR and hope that this will lead to faster
enforcement of the law, particularly against global players. It is essential that the reform is
actively driven forward and finalised in a timely manner.

∙ We are in favour of negotiating international agreements on mutual legal assistance and
the enforcement of data protection law with third countries.

10. Digital Fairness Fitness Check

∙ As part of the Digital Fairness Fitness Check, the European Commission has identified
gaps in protection in European consumer law that lead to considerable consumer harm. The
European Commission has announced that it will propose a Digital Fairness Act.

∙ The Federal Government supports the creation of a high standard of protection for con-
sumers that is adapted to the specific requirements of the digital world and encourages the
introduction of measures that are necessary to continue to ensure fairness for consumers in
the digital world.

∙ This includes action against manipulative, misleading and addictive designs, practices and
processes (‘dark patterns’ and ‘addictive designs’), unfair personalisation practices and guide-
lines for influencer advertising as well as improved law enforcement and the consolidation
and simplification of existing regulations.
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11.	 Responsibility for textiles

	∙ In the revision of the EU’s Waste Framework Directive for textiles, we are in favour of 
greater responsibility for manufacturers and distributors of fast fashion, e.g. through 
increased fees for waste management levied on the responsible economic operator. 

	∙ Uniform requirements should be established for the registration of manufacturers in the 
textiles sector in the EU. 

	∙ The Ecodesign Implementing Regulation for textiles should also strengthen the production 
of long-life, sustainable textiles.

12.	 Information campaigns

	∙ We also suggest that the EU should carry out information campaigns aimed at specific target 
groups with a view to motivating consumers to make sustainable and informed purchasing 
decisions. 

	∙ Consumers should be informed about the risks of buying products that are unsafe, harmful 
to health, or counterfeit. 

13	� Evaluation: Regular public report by the European Commission and dialogue in the 
Competitiveness Council

	∙ The European Commission should regularly prepare a public report on the measures taken 
in the area of e-commerce.

	∙ It is important to review the measures at regular intervals in terms of their effectiveness 
and to adapt them as required. Also, a regular dialogue at EU level should be envisaged,  
e.g. in the Competitiveness Council.
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